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Information Security

Information security is the state of an individual or
organization being protected ; against unauthorized Passive voice
utilization of data or even the measure taken to achieve
information protection. It is important to understand that
computer security has evolved into modern information
security. With that said, the current paper addresses the
way computer security has evolved ; into modern
information security. Additionally, the paper identifies an
individual who should be a security team leader as well as Repetitive word:
the approach used to security s. Lastly, the paper . outlines
various functions of laws, regulations, and professional
organizations within s information security. Repetitive word:

Evolution of Computer Security into Modern Information Repetitive word:
Security [within  in]
Research indicates that computer security in the previous
days was concerned with controlling access to a particular
computer system. In the contemporary world, information
is regarded s as a vital commodity that each individual -
wants, and this makes confidentiality a crucial way to
control access to data. Therefore, the use of information
security plays a critical role in controlling who has access

Passive voice

to information (Morozov & Miloslavskaya, 2017). With [eachindividuat - each]
that said, it is important to understand that after the advent
of ARPANET, the information security industry realized

that there must be more components to secure information.
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In fact, before the development as well as utilization of
networking technologies, computer security included
securing a system's physical location by use of facial
recognition, badges, as well as keys. As networking came
into the market and ARPANET creation contributed to
considerable risks to information security. The
aforementioned security s strategies were not safe enough
to physically secure an organization's information system.
To ensure adequate and dependable information, as well as
computer hardware security s, the use of effective 1
information security was introduced 1: to the market. In
fact, 1» information security was introduced 1. 1; because of
the risks as mentioned earlier as well as adopted computer
security as just one of these elements. In simple terms,
computer security has evolved into modern information
security by protecting confidential information that might
be retrieved or even accessed openly :s whenever needed.
Appropriate Security Team Leader

A senior executive or champion is responsible for leading a
security team. In this case, the senior s executive or
champion 17 should be at the highest degree of competence
in offering ways forward for information security. In
particular, the senior 1s executive can be a project manager
who possesses considerable information security technical
skills. On the other hand, an organization can be authorized
to lead a security team.

Approach to Information Security

A balanced approach is required to ensure adequate
information security. In spite of the fact that 15 the
outcomes are considered to be technical, the decisions as
well as the way the team operates come from management
as well as the way they interface with the rest of the
organization (Harrison & Lock, 2017). It is evident that the
leader of a security team should possess considerable
technical background but is not crucial. An excellent
manager is responsible for listening to what team members
have in mind; therefore, is capable of making decisions
based on the provided evidence. On the same note, a
manager must depend on the available expertise of the
prevalent members. Simply put, a balanced approach is

required to ensure excellent leadership of information
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security team.

Therefore, the approach to information security should be
both managerial and technical. A managerial approach is
crucial in ensuring that the approaches » and decisions
made concerning enhancing and ensuring : information
security in an organization fall within the acceptable
operations and management's view of the organizational
well-being. Furthermore, a managerial approach is crucial
because it helps to ensure that the techniques applied to
information security do not violate the rules and
regulations governing the organization and the resources
used in the process fall within the budgetary limits of the
organization in question. On the other hand, a technical
approach to information security s also vital particularly in
the sense that a technical .. approach ensures that current
strategies are used »; in ensuring ». information security and
that techniques and skills are used to offer the best
solutions to threats of information security as they arise.
Therefore, both managerial and technical approaches are
vital and 25 as such, approach 2 to information security
should be both managerial »; and technical.

Functions of Laws, Regulations, and Professional
Organizations within Information Security

The available laws help security professionals to
understand the prevalent s aspects about s information
security execution. In this case, different organizations are
helped 3 to bring wrongdoers to justice. On the same note,
laws, regulations, and professional organizations help
information security personnel to understand the policies
involved in criminal, civil, as well as privacy activity.
Specifically, this enables different companies and
information security experts comprehend the issues of
investigating computer crimes, the importance of forensics,
and kinds of evidence as well as the way to make sure that
firms are compliant to applicable laws (Laudon & Laudon,
2016). In fact, s, regulations, professional organizations,
and the available laws enable information security
personnel to be prepared to utilize prudent judgment,
especially in tense 3; circumstance, that play a vital role in
ensuring sound decisions are made s.. The aspects as

mentioned earlier play an integral role in setting
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appropriate guidelines that ensure 3; effective 35 information
security in different organizations. For instance,
information security professionals are in a position to
understand the required ethics as far as information
security is concerned.

Overall, it is evident that information security is vital for an
organization because it protects a firm's important data.
Similarly, it is clear that senior executives should lead a
security team. A balanced approach is considered

effective s, for team security. Lastly, it is evident that laws,
regulations, and professional organizations play a vital role

in ensuring information security in different firms.
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